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INDEPENDENT SERVICE AUDITOR’S REPORT 

 

To:  Continental Broadband Pennsylvania dba Expedient (“Expedient”) 

SCOPE 
We have examined Expedient’s accompanying assertion titled “Assertion of Expedient Management” 

(assertion) that the controls within the Infrastructure as a Service Solution (system) were effective 

throughout the period October 1, 2020 to September 30, 2021, to provide reasonable assurance that 

Expedient’s service commitments and system requirements were achieved based on the trust services 

criteria relevant to security, availability, and confidentiality (applicable trust services criteria) set forth in TSP 

Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and 

Privacy (AICPA, Trust Services Criteria). 

The description of the boundaries of the system indicates that certain complementary user entity controls 

that are suitably designed and operating effectively are necessary, along with controls at Expedient, to 

achieve Expedient’s service commitments and system requirements based on the applicable trust services 

criteria. The description of the boundaries of the system presents the complementary user entity controls 

assumed in the design of Expedient’s controls. Our examination did not include such complementary user 

entity controls and we have not evaluated the suitability of the design or operating effectiveness of such 

controls.  

Expedient uses a subservice organization to provide data center colocation services. The description of the 

boundaries of the system indicates that complementary subservice organization controls that are suitably 

designed and operating effectively are necessary, along with controls at Expedient, to achieve Expedient’s 

service commitments and system requirements based on the applicable trust services criteria. The 

description of the boundaries of the system presents the types of complementary subservice organization 

controls assumed in the design of Expedient’s controls. Our examination did not include the services 

provided by the subservice organization, and we have not evaluated the suitability of the design or operating 

effectiveness of such complementary subservice organization controls.  

SERVICE ORGANIZATION’S RESPONSIBILITIES 
Expedient is responsible for its service commitments and system requirements and for designing, 

implementing, and operating effective controls within the system to provide reasonable assurance that 

Expedient’s service commitments and system requirements were achieved. Expedient has also provided 

the accompanying assertion about the effectiveness of controls within the system. When preparing its 

assertion, Expedient is responsible for selecting, and identifying in its assertion, the applicable trust service 

criteria and for having a reasonable basis for its assertion by performing an assessment of the effectiveness 

of the controls within the system. 

SERVICE AUDITOR’S RESPONSIBILITIES 
Our responsibility is to express an opinion, based on our examination, on whether management’s assertion 

that controls within the system were effective throughout the period to provide reasonable assurance that 

the service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Our examination was conducted in accordance with attestation standards 

established by the American Institute of Certified Public Accountants. Those standards require that we plan 

and perform our examination to obtain reasonable assurance about whether management’s assertion is 
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fairly stated, in all material respects. We believe that the evidence we obtained is sufficient and appropriate 

to provide a reasonable basis for our opinion. 

Our examination included: 

 Obtaining an understanding of the system and the service organization’s service commitments and 

system requirements. 

 Assessing the risks that controls were not effective to achieve Expedient’s service commitments 

and system requirements based on the applicable trust services criteria. 

 Performing procedures to obtain evidence about whether controls within the system were effective 

to achieve Expedient’s service commitments and system requirements based on the applicable 

trust services criteria.  

Our examination also included performing such other procedures as we considered necessary in the 

circumstances. 

INHERENT LIMITATIONS 
There are inherent limitations in the effectiveness of any system of internal control, including the possibility 

of human error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 

the service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Also, the projection to the future of any conclusions about the effectiveness 

of controls is subject to the risk that controls may become inadequate because of changes in conditions or 

that the degree of compliance with the policies or procedures may deteriorate. 

OPINION 
In our opinion, management’s assertion that the controls within the Infrastructure as a Service Solution 

were effective throughout the period October 1, 2020 to September 30, 2021, to provide reasonable 

assurance that Expedient’s service commitments and system requirements were achieved based on the 

applicable trust services criteria if complementary subservice organization controls and complementary 

user entity controls assumed in the design of Expedient’s controls operated effectively throughout that 

period is fairly stated, in all material respects. 

 
Westminster, Colorado 

October 26, 2021
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Expedient  

Nova Tower 1 
One Allegheny Square, Suite 600 

Pittsburgh, PA 15212 
 
 

Assertion of Expedient (“Expedient”) Management 
 

We are responsible for designing, implementing, operating and maintaining effective controls within the 

Infrastructure as a Service Solution (system) throughout the period October 1, 2020 to September 30, 2021, 

to provide reasonable assurance that Expedient’s service commitments and system requirements relevant 

to security, availability, and confidentiality were achieved. Our description of the boundaries of the system 

is presented in attachment A and identifies the aspects of the system covered by our assertion. 

The description of the boundaries of the system indicates that complementary user entity controls that are 

suitably designed and operating effectively are necessary, along with controls at Expedient, to achieve 

Expedient’s service commitments and system requirements based on the applicable trust services criteria. 

The description of the boundaries of the system presents the complementary user entity controls assumed 

in the design of Expedient’s controls.  

Expedient uses a subservice organization for data center colocation services. The description of the 

boundaries of the system indicates that complementary subservice organization controls that are suitably 

designed and operating effectively are necessary, along with controls at Expedient, to achieve Expedient’s 

service commitments and system requirements based on the applicable trust services criteria. The 

description of the boundaries of the system presents the types of complementary subservice organization 

controls assumed in the design of Expedient’s controls. The description of the boundaries of the system 

does not disclose the actual controls at the subservice organization.  

We have performed an evaluation of the effectiveness of the controls within the system throughout the 

period October 1, 2020 to September 30, 2021, to provide reasonable assurance that Expedient’s service 

commitments and system requirements were achieved based on the trust services criteria relevant to 

security, availability, and confidentiality (applicable trust services criteria) set forth in TSP Section 100, 2017 

Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, 

Trust Services Criteria). Expedient’s objectives for the system in applying the applicable trust services 

criteria are embodied in its service commitments and system requirements relevant to the applicable trust 

services criteria. The principal service commitments and system requirements related to the applicable trust 

services criteria are presented in attachment B.   

There are inherent limitations in any system of internal control, including the possibility of human error and 

the circumvention of controls. Because of these inherent limitations, a service organization may achieve 

reasonable, but not absolute, assurance that its service commitments and system requirements are 

achieved. 

We assert that the controls within the system were effective throughout the period October 1, 2020 to 

September 30, 2021, to provide reasonable assurance that Expedient’s service commitments and system 

requirements were achieved based on the applicable trust services criteria. 

 
Expedient  
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ATTACHMENT A 
 
EXPEDIENT’S DESCRIPTION OF THE 
BOUNDARIES OF ITS INFRASTRUCTURE  
AS A SERVICE SOLUTION 



 

 9 / 20  

TYPE OF SERVICES PROVIDED 
Continental Broadband Pennsylvania, doing business as Expedient (“Expedient” or “the Company”), is a 

cloud and data center Infrastructure-as-a-Service (IaaS) provider with local operations in Pittsburgh, PA; 

Baltimore, MD; Boston, MA; Cleveland, OH; Columbus, OH; Indianapolis, IN; Memphis, TN; and Phoenix, 

AZ. Expedient’s converged solutions work to enable clients to focus on strategic business innovation while 

the Expedient team handles the operation of its supporting information technology (IT). 

Expedient operations are headquartered in Pittsburgh, PA, where a staff of network and system engineers 

provide oversight and support services to more than 1,500 core clients. The Cleveland, Boston, Baltimore, 

Columbus, Indianapolis, and Memphis offices are staffed according to operational demands and are 

responsible for providing local market sales, service, and engineering support. All data center locations are 

staffed 24 hours per day, 365 days per year to provide immediate, hands-on support to clients should the 

need arise. Operations Support Centers (OSCs) in each of the data centers are integrated and virtual, with 

a suite of high-availability device monitoring tools, client-relationship management (CRM) software 

programs, Internet Protocol (IP) telecommunications systems, and physical security packages to ensure a 

consistently high-standard response and resolution protocol. The markets are connected by a diverse and 

fully redundant, multi-gigabit, ethernet transport network that provides operational efficiencies and unique 

capabilities. 

The Company provides client solutions in these categories: 

 Backups – Recovers information following a data loss or reverts files to a state prior to a recent 

change by leveraging a solution for protection from hardware failure, software defects, human error, 

and other common causes. 

 Computing Infrastructure – Meets production or development availability and performance needs 

with tailored solutions that include the features that clients’ teams need to grow their business. 

 Disaster Recovery – Continues critical technology infrastructure operations following the loss of 

function at a primary location through real-time replication and automatic failover responsiveness 

to maximize recovery time objectives. 

 Storage – Provides the capacity and performance availability needed to safeguard critical client 

data. 

The Company also offers these services as part of its solutions: 

 Cloud – Hardware infrastructure expertise that helps to ensure the continuous performance and 

availability of clients’ applications. Below are the different cloud offerings: 

– Expedient Enterprise Cloud – A scalable VMware software-defined data center (SDDC) 

hosted at Expedient with operational consistency to on-premises workloads. 

▪ Public Cloud – Provides maximum cost effectiveness through shared infrastructure. 

▪ Private Cloud – Provides maximum segmentation for challenging compliance 

requirements through dedicated infrastructure. 

▪ On-Site Private Cloud – Offers an Expedient private cloud at any location. 

– Multi-Cloud – A solution to help clients understand cloud costs, optimize workloads, and 

manage and monitor systems across multiple cloud platforms. 

– Enterprise Cloud Native – A solution to efficiently deploy and orchestrate Kubernetes clusters 

for container management with open-source tools such as Rancher, Portworx, and 

Elasticsearch. 
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– Virtual Colocation (vCOLO) – A solution for teams already familiar with managing virtual 

computing assets. 

– Virtual Instance – A solution for teams that want assistance managing virtual computing 

assets. 

– VMware Cloud on Amazon Web Services (AWS) – A scalable VMware SDDC hosted by 

AWS with operational consistency to on-premises workloads. 

 Colocation – Provides an environment for clients’ own physical assets within Expedient data 

centers as they establish their cloud presence over time. Below are the different colocation 

offerings: 

– Cabinets – Lockable and dedicated to client equipment. 

– Cages – Encompass multiple cabinets and provide greater segmentation for compliance 

requirements. 

– SlimLine Cages – Encompass multiple cabinets with the goal of maximum cost effectiveness 

to provide greater segmentation for compliance requirements. 

– Power and Cooling – Tailored to the unique needs of client hardware configurations to help 

ensure peak performance and maximum life expectancy. 

– Remote Hands – Expedient professionals stationed on-site 24/7/365 to provide assistance 

with physical requests. 

 Managed Services – Expedient technology professionals deliver management and advice to 

enhance client teams. Below are the different managed services offerings: 

– Advanced Threat Prevention (ATP) – Detects and prevents cyberattacks with machine 

learning that continuously analyzes threats like malware. 

– Assessment – Gathers infrastructure and application information to determine overall 

optimization to a multi-cloud operating model. 

– Backup – Consolidates heterogeneous systems and databases onto a standardized platform 

to enable recovery when needed. 

– Cloud Storage – Ensures data availability and mitigates the risk of critical data loss with object, 

file, and data protection secondary storage options. 

– CostCTRL – Provides visibility to cloud costs and optimizes workloads across cloud platforms.  

– Data Encryption at Rest – Protects unstructured data from unauthorized access using a key 

management server (KMS). 

– Disaster Recovery as a Service (DRaaS) – Provides failover application environments 

between two or more of Expedient’s data centers or a client location and one of Expedient’s 

data centers. 

– Distributed Denial-of-Service (DDoS) Mitigation – Provides real-time examination of 

network traffic to restrict suspicious flows and helps ensure a high quality of service. 

– Firewall – Enforces access control to protect client critical data and provides an optional 

failover capability to establish the most efficient recovery time objectives. 

– Identity Management – Provides centralized authentication for compatible services. 

– Intrusion Detection System (IDS) – Inspects network traffic to identify malicious packets for 

further analysis by clients. 

– Load Balancer – Scales applications by distributing user session workloads across multiple 

servers. 

– Microsegmentation – Enforces controls that protect workloads across multiple clouds. 
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– Microsoft Active Directory – Centralizes authentication, group security policies, print 

services, and other process standards. 

– Operating System (OS) – Provides Expedient personnel that manage security patching, 

antivirus, and other tasks. 

– OperationsCTRL – Monitors and manages OSs and coordinates patching. 

– Push Button Disaster Recovery (DR) – Replicates workloads using software-defined 

networking and dynamic routing protocols to move all workloads and public IP addresses 

between different geographic locations. 

– SecurityCTRL – Centrally manages policies and controls and simplifies securing workloads 

across cloud platforms. 

– Storage – Clients can choose from a variety of options that match their needs for performance 

and cost. 

– Two-Factor Authentication – Protects client systems from unauthorized access with a one-

time password. 

– Unified Log Management – Records and archives system events for remediation and forensic 

purposes. 

– Virtual Private Network – Protects data in transit with encryption. 

– Vulnerability Scanning – Validates IT infrastructure through the analysis of known 

vulnerabilities. 

 Networking – Expedient data centers are connected to each other, the world’s largest networks, 

and client locations to enable a converged infrastructure capable of serving a client’s entire team. 

Below are the networking offerings: 

– Ethernet Anywhere – Connects external locations in the same city to Expedient. 

– Wide Area Network – Connects any external locations to Expedient, including through the use 

of software-defined networking (SDN). 

– Internet Access – Connects to public networks. 

– Inter-Data Center – Transports data between Expedient facilities. 

– Multi-Cloud Connection – Enables dedicated communication for hybrid workload use cases 

among Expedient and other clouds, including AWS, Microsoft Azure, Google Cloud, and more. 

The description of the boundaries of the system in this section of the report details Expedient’s IaaS 

Solution. Any other Company services are not within the scope of this report. The accompanying description 

includes only the policies, procedures, and control activities at the Company and does not include the 

policies, procedures, and control activities at any subservice organizations (see below for further discussion 

of the subservice organization). 

THE BOUNDARIES OF THE SYSTEM USED TO PROVIDE THE 
SERVICES 
The boundaries of Expedient’s IaaS Solution are the specific aspects of the Company’s infrastructure, 

software, people, procedures, and data necessary to provide its services and that directly support the 

services provided to customers. Any infrastructure, software, people, procedures, and data that indirectly 

support the services provided to customers are not included within the boundaries of Expedient’s IaaS 

Solution. 
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The scope of this report includes the Managed Services performed at the following locations: 

Locations of Facility 

Market Common Name Address 

Baltimore Owings Mills 11155 Red Run Blvd., Suite 200, Owings Mills, 

MD 21117 

Baltimore Tidepoint 1050 Hull Street, Suite 150, Baltimore, MD 

21230 

Boston Boston 1 Cabot Road, Medford, MA 02155 

Cleveland 151 NEO 15166 NEO Parkway, Cleveland, OH 44128 

Cleveland 152 NEO 15248 NEO Parkway, Cleveland, OH 44128 

Columbus Upper Arlington 5000 Arlington Centre Blvd., Building One, 

Upper Arlington, OH 43220 

Columbus Dublin 5700 Innovation Drive, Dublin, OH 43016 

Indianapolis Indianapolis 701 Congressional Blvd., Suite 100, Carmel, IN 

46032 

Memphis Memphis 3180 Players Lane, Memphis, TN 38125 

Phoenix Phoenix 3402 E. University Drive, Phoenix, AZ 85034 

(phoenixNAP) 

Pittsburgh Greentree 810 Parish Street, Pittsburgh, PA 15220 

Pittsburgh ACM/Nova Place 1 Allegheny Center, Pittsburgh, PA 15212 

The components that directly support the services provided to customers are described in the subsections 

below. 

INFRASTRUCTURE 
The Company utilizes phoenixNAP to provide the resources to host Expedient Enterprise Cloud (EEC). The 

Company leverages the experience and resources of phoenixNap to scale quickly and securely as 

necessary to meet current and future demand. However, the Company is responsible for designing and 

configuring the EEC architecture within phoenixNap to ensure the availability, security, and resiliency 

requirements are met. 

The in-scope hosted infrastructure also consists of multiple supporting tools, as shown in the table below: 

Infrastructure Components 

Production Tool Business Function Hosted Location 

Enterprise Cloud Storage 

(Nutanix) 

Client data storage Multiple Expedient locations 
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Infrastructure Components 

Production Tool Business Function Hosted Location 

Enterprise Cloud virtual Storage 

Area Network (vSAN) 

Client data storage Multiple Expedient locations 

Expedient Cloud Host Cloud infrastructure Multiple Expedient locations 

Network Time Protocol (NTP) Time sync Multiple Expedient locations 

Palo Alto Networks Firewall Multiple Expedient locations 

Two-Factor Authentication (2FA) 2FA service  Multiple Expedient locations 

vCenter Server Environment Virtual colocation servers Multiple Expedient locations 

vCloud Director (vCD) EEC servers Multiple Expedient locations 

Virtual Private Network (VPN) vCOLO VPN services Multiple Expedient locations 

vSRX Firewall Multiple Expedient locations 

SOFTWARE 
Software consists of the programs and software that support Expedient’s IaaS Solution (OSs, middleware, 

and utilities). The list of software and ancillary software used to build, support, secure, maintain, and monitor 

Expedient’s IaaS Solution include the following applications, as shown in the table below: 

Software 

Production Application Business Function 

Ansible Tower Infrastructure builds 

Cacti Application Performance Management Network performance monitoring 

Citrix MAS Network device management 

Cloudian Object storage 

Cloudvision Network performance monitoring 

Cohesity Backups 

Commvault Backups 

Ctera File storage 

Elastic EndGame Antivirus 

Envoy Visitor access management system 

JunOS Space Firewall management 
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Software 

Production Application Business Function 

Log Insight Logging system, file integrity monitoring (FIM) 

Microsoft System Center Configuration Manager 

(SCCM) 
Infrastructure monitoring and patch management 

Microsoft System Center Operations Manager 

(SCOM) 
Infrastructure monitoring 

Morpheus Cloud monitoring and automation 

IBM Netcool Infrastructure monitoring 

OneLogin Enterprise identity management solution 

Panorama Firewall management 

Red Hat Satellite (UNIX) Patch management 

Support Management Console (SMC) Ticketing system 

Symantec Endpoint Protection Antivirus 

VMware Virtualization platform 

Windows Server Update Services (WSUS) 

(Windows) 
Patch management 

Zendesk Help desk system 

PEOPLE 
The Company develops, manages, and secures Expedient’s IaaS Solution via separate departments. The 

responsibilities of these departments are defined in the following table: 

People 

Group/Role Name Function 

Executive Management Responsible for overseeing Company-wide activities, establishing and 

accomplishing goals, and managing objectives. 

Engineering Responsible for the development, testing, deployment, and 

maintenance of new code for Expedient’s IaaS Solution. 

Information Security (InfoSec) Responsible for managing access controls and the security of the 

production environment. 

Product Management Responsible for overseeing the product lifecycle, including adding 

additional product functionality. 
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People 

Group/Role Name Function 

Human Resources (HR) Responsible for onboarding new personnel, defining the roles and 

positions of new hires, performing background checks, and facilitating 

the employee termination process. 

IT Compliance and Audit Responsible for maintaining and ensuring compliance with all IT 

controls, overseeing internal and external audits, and working with 

clients on compliance-related matters. 

The following organization chart reflects the Company’s internal structure related to the groups discussed 

above: 

 

Figure 1: Expedient Organization Chart 

PROCEDURES 

Procedures include the automated and manual procedures involved in the operation of Expedient’s IaaS 

Solution. Procedures are developed and documented by the respective teams for a variety of processes, 

including those relating to product management, engineering, technical operations, security, IT, and HR. 

These procedures are drafted in alignment with the overall information security policies and are updated 

and approved as necessary for changes in the business, but no less than annually. 
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The following table details the procedures as they relate to the operation of Expedient’s IaaS Solution: 

Procedures 

Procedure Description 

Logical and Physical Access How the Company restricts logical and physical access, provides 

and removes that access, and prevents unauthorized access. 

System Operations How the Company manages the operation of the system and 

detects and mitigates processing deviations, including logical 

and physical security deviations. 

Change Management How the Company identifies the need for changes, makes the 

changes using a controlled change management process, and 

prevents unauthorized changes from being made. 

Risk Mitigation How the Company identifies, selects, and develops risk 

mitigation activities arising from potential business disruptions 

and the use of vendors and business partners. 

DATA 
Expedient’s EEC environment provides clients with two options for storage: vSAN or Nutanix. Both solutions 

provide encryption at rest. vCOLO clients are responsible for their own disk-based encryption. Clients can 

purchase file-level encryption services and are also responsible for transmission-level encryption when 

sensitive data is transmitted. Clients are responsible for maintaining their own data, including transaction 

streams, files, data stores, tables, and output used or processed by their respective organizations. 

COMPLEMENTARY USER ENTITY CONTROLS (CUECS) 
The Company’s controls related to Expedient’s IaaS Solution cover only a portion of overall internal control 

for each user entity of Expedient’s IaaS Solution. It is not feasible for the service commitments, system 

requirements, and applicable criteria related to the system to be achieved solely by the Company. 

Therefore, each user entity’s internal control should be evaluated in conjunction with the Company’s 

controls taking into account the related CUECs identified for the specific criterion. In order for user entities 

to rely on the controls reported herein, each user entity must evaluate its own internal control to determine 

whether the identified CUECs have been implemented and are operating effectively. 

The CUECs presented should not be regarded as a comprehensive list of all controls that should be 

employed by user entities. Management of user entities is responsible for the following: 

Criteria Complementary User Entity Controls 

CC2.3  User entities are responsible for implementing policies and procedures to report any 

problems to Expedient as soon as encountered. User entities are also responsible for 

assisting Expedient in responding to the problems. 
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Criteria Complementary User Entity Controls 

A1.2  User entities are responsible for carefully assessing and understanding their backup 

requirements and choosing backup plans in accordance with their internal risk 

assessments. User entities must work with Expedient representatives to ensure that 

they have chosen the right backup plan to balance the costs and the benefits of various 

backup strategies. There are risks that user entities should consider, including, but not 

limited to, the following: 

 Without choosing full archival backups (where backup data is kept forever) at 

periodic intervals, there is a possibility that there could be propagation of corrupted 

data. 

 When subscribing to a “hot backup” database backup, transactions made between 

nightly full system backups may be lost (unrecoverable) if a database becomes 

corrupted. 

A1.2 

A1.3 

 User entities have controls for testing the restoration of files. Information regarding how 

to test restoration is available online or through the OSC. 

A1.2  User entities have controls for reviewing backup logs that are made available upon 

request. 

CC2.3  User entities have policies and procedures for informing Expedient regarding any 

changes in the file system, OS, or hardware platform that would require changes in 

backup processes. 

CC5.3 

CC6.1 

 User entities should use effective (i.e., not easily guessed) passwords for all Expedient 

systems and user entity-owned servers to which remote access is gained, and they 

should change passwords regularly. User entities are responsible for formulating an 

effective password policy. 

CC6.2 

CC6.3 

 User entities have policies and procedures for promptly reporting any job position 

changes or terminations of employees who have remote access to data or programs 

maintained by Expedient, as well as access to Expedient facilities. 

CC6.7 

C1.1 

 User entities should never email confidential information, including passwords, to 

anyone saying that they are from Expedient without encryption and without verifying 

that the Expedient employee is authentic. 

CC6.1 

CC6.6 

CC7.1 

CC7.2 

 User entities are responsible for security controls over their own applications, data 

used by their applications, and the OSs. In addition, if data is highly sensitive, the user 

entity is responsible for determining the need for, and providing, data encryption, 

system hardening, and scanning for vulnerabilities. 

CC9.1 

A1.2 

 User entities must evaluate the need for redundancy within their systems and network 

architecture. Expedient provides multiple layers of redundancy; however, user entities 

must subscribe to additional services to take full benefit of all applicable amenities. 

CC5.3  Managed services’ user entities have policies and procedures to review and provide 

input into the parameters of the managed services. For example, Expedient’s default 

managed firewall rules do not restrict traffic. Auditors and user entities can request a 

managed services ‘workbook’ that contains all configurable parameters. 
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SUBSERVICE ORGANIZATION AND COMPLEMENTARY 
SUBSERVICE ORGANIZATION CONTROLS (CSOCS) 

PHOENIXNAP 
The Company uses phoenixNAP as a subservice organization for data center colocation services. The 

Company’s controls related to Expedient’s IaaS Solution cover only a portion of the overall internal control 

for each user entity of Expedient’s IaaS Solution.  

Although the subservice organization has been carved out for the purposes of this report, certain service 

commitments, system requirements, and applicable criteria are intended to be met by controls at the 

subservice organization. CSOCs are expected to be in place at phoenixNAP related to physical security 

and environmental protection, as well as backup, recovery, and redundancy controls related to availability. 

phoenixNAP’s physical security controls should mitigate the risk of unauthorized access to the hosting 

facility. phoenixNAP’s environmental protections controls should mitigate the risk of fires, power loss, 

climate, and temperature variabilities. 

The Company management receives and reviews the phoenixNAP SOC 2 report annually. In addition, 

through its operational activities, Company management monitors the services performed by phoenixNAP 

to determine whether operations and controls expected to be implemented are functioning effectively. 

Management also has communication with the subservice organization to monitor compliance with the 

service agreement, stay informed of changes planned at the hosting facility, and relay any issues or 

concerns to phoenixNAP management. 

It is not feasible for the service commitments, system requirements, and applicable criteria related to 

Expedient’s IaaS Solution to be achieved solely by the Company. Therefore, each user entity’s internal 

control must be evaluated in conjunction with the Company’s controls taking into account the related 

CSOCs expected to be implemented at phoenixNAP as described below. 

Criteria Complementary Subservice Organization Controls 

CC6.4  phoenixNAP is responsible for restricting data center access to authorized personnel. 

 phoenixNAP is responsible for the 24/7 monitoring of data centers by closed circuit 

cameras and security personnel. 

CC6.5  phoenixNAP is responsible for securely decommissioning and physically destroying 

physical production assets in its control. 

CC7.2 

A1.2 

 

 phoenixNAP is responsible for the installation of fire suppression and detection and 

environmental monitoring systems at the data centers. 

 phoenixNAP is responsible for protecting data centers against a disruption in power 

supply to the processing environment by an uninterruptible power supply (UPS). 

 phoenixNAP is responsible for overseeing the regular maintenance of environmental 

protections at data centers. 
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SYSTEM REQUIREMENTS
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PRINCIPAL SERVICE COMMITMENTS AND SYSTEM 
REQUIREMENTS 
Commitments are declarations made by management to customers regarding the performance of 

Expedient’s IaaS Solution. Commitments are communicated in master service agreements (MSAs). 

System requirements are specifications regarding how Expedient’s IaaS Solution should function to meet 

the Company’s principal commitments to user entities. System requirements are specified in the Company’s 

policies and procedures. 

The Company’s principal service commitments and system requirements related to Expedient’s IaaS 

Solution include the following: 

Trust Services 
Category 

Service Commitments System Requirements 

Security  The Company shall take security 

precautions to protect against the 

disclosure or unauthorized use of 

clients’ confidential information. 

 The Company shall use all 

commercially reasonable efforts to 

maintain in effect all controls, 

policies, procedures, security, and 

availability standards. 

 The Company shall annually 

complete, as applicable, an 

independent audit of internal control 

policies, procedures, security, and 

availability. 

 Logical access standards. 

 Physical access standards. 

 Employee provisioning and 

deprovisioning standards. 

 Access reviews. 

 Encryption standards. 

 Intrusion detection and 

prevention standards. 

 Risk and vulnerability 

management standards. 

 Configuration management. 

 Incident handling standards. 

 Change management 

standards. 

 Vendor management. 

Availability  The Company shall ensure that 

colocation services, managed 

services, and communications 

infrastructure are available 24 hours 

per day, 365 days per year. 

 System monitoring. 

 Physical and environmental 

protections. 

 Network redundancy. 

Confidentiality  The Company shall not disclose any 

confidential information to any third 

party. 

 The Company shall give access to 

confidential information solely to 

employees with a need to have 

access for the purposes expressed 

in the MSA. 

 Data classification. 

 Retention and destruction 

standards. 

 


